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Introduction

Cloud data is an integrated data management system that gives people an internet-
accessible remote server where multiple people can access storage from different devices, this
creates wider availability for data and centralizes storage. The Cloud first began saw serious
expansion in the early 2000s with Software-as-a-Service (SaaS) (Maayan, 2021) and a standard
encryption algorithm called Data Encryption Standard (DES) (Alemami et al., 2023), but still has
concerns that need to be addressed. This paper will go over the history of Cloud storage and its
current and future developments, as well as its legal, social, ethical, and security concerns; with

researched and emerging systems to mitigate them.

Background

Data systems resembling the Cloud were developed by computer scientist J. C. R.
Licklider with the Advanced Research Projects Agency Network, (ARPANET), that allowed
people to share data between computers. Cloud usage increases in the 1990s with Salesforce
operating their software-as-a-service (SaaS) on Internet Cloud storage. SaaS being a licensed
storage system from a service provider on a subscription. The 2000s saw many major tech
companies switching over a large portion of their data storage to the Cloud: Google creating
Drive, Amazon with Amazon Web Services, and in 2011 Apple released the iCloud. A multitude
of independent tech startups were founded centered around Cloud storage, (Maayan, 2021). One
prerequisite for operating a Cloud server is access to the internet, because the Cloud operates on
a virtual server. These servers can come in many forms, depending on how centralized and

private an organization desires: Public Clouds are ones provided by an external provider and can
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be accessible by many individuals and organizations, Private Clouds are ones specifically
provided by and for a single organization, while Hybrid Clouds still require on-premises servers

but still having internet access to storage, (Rhoton, 2009).

Potential Benefits

Cloud data storage has generated more accessibility for people across organizations for
data and collaboration, and with organizations able to open their Cloud storage to outside
individuals giving access to more data for research or education on public storage. This
accessibility is also granted on multiple devices since most Cloud storage does not require
external hardware, allowing for multiple individuals to collaborate on the same project, (Rhoton,
2009). The advantage in concentration out of large physical data servers makes applications
cheaper than previous storage systems (Alemami et al., 2023). These are offered by third party
service providers, most commonly by SaaS storage, that lifts the burden of cost and on-site
facilities. Online storage also creates the capacity for more storage than physical servers, and
because of the cheaper prices, more companies and organizations are seen making the transition
to Cloud storage. This system can also be properly scaled based on the operations and size of an

organization

Security Concerns

The shift from mostly single device storage units and large server rooms to internet Cloud
data has concentrated data access and made a more data accessible for single data hijacking
attacks. Companies and organizations are required to have higher security measures to protect

data for their users. A kind of concentrated attack is a Denial-of-Service attack, where a
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malefactor denies access of the Cloud server to its intended individuals, (Rhoton, 2009). Data
concentration and movement away from regulated supervision increases the risks of Data theft
and leakages, and ultimately the cracking of DES security by hijackers, now considering it an
outdated encryption code (Alemami et al., 2023). However, an investigation into different
varieties of Cloud data encryption was done by Alemami and other researchers in a study to
determine the security, data encipherment capacity, memory usage, and encipherment of various
varieties. They found that Advanced Data Encryption (AES) had the highest capacity of data
encryption and takes the least amount of time to encipher data. This was because of AES’s block
cipher, which encrypts a large block of data protected by a symmetric key to access any block
that is randomly generated by a complex algorithm that is noted to be undecipherable by a
majority of brute-force methods. However, this is tough to implement for many companies and
organizations because of its size and complexity and is mostly used by government institutions.
Another effective encryption algorithm was Blowfish which is similar to AES in that it uses a
symmetric block cipher but with a less complex algorithm and slightly smaller capacity for data
encryption but is still one of the fastest algorithms and is in the public domain, making it a

popular encryption model for companies and organizations.

Legal and Ethical Issues

Cloud data has allowed for more people to work remotely from a wide array of jobs and
organizations, allowing for people to be more productive and have more time to themselves. But
there are some companies that prefer to have workers together in offices to create a spirit of unity

and more easily concentrate directions, but workers now know that companies would be
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unreasonable to force them not work remotely. Companies must find a balance between remote
work powered by the Cloud and in person work to create an effective administration between
data and people (Rhoton, 2009). Cloud service providers manage data storage for companies and
organizations, and there are times when organizations have no say or information regarding how
the data is stored but are still held liable if there are data breaches, and so are required to research
service providers that are reliable in keeping their Cloud storage systems secure (Brady, 2010).
Service providers are also capable of becoming unresponsive to companies and organizations or
ending service abruptly, particularly with smaller ones. Forcing smaller companies to face the
consequences of a sudden loss of storage and rallying lawyers in an attempt to mitigate these

practices (White, 2010).

Social Problems

Because of the data sharing and accessibility aspects of Cloud storage, data privacy can
be an issue for individuals uploading onto the same Cloud, particularly for Public Cloud storage.
Because people with access to the Cloud can freely access any data not behind a clearance wall,
it becomes a priority for administrators and service providers to create a system that only allows
certain individuals or organizations to have access to certain areas of the Cloud for confidential
data (Maayan, 2021). There can also be a problem of service providers being unwilling or
unresponsive to cooperate with organizations to operate on a more private level and mostly
leaves smaller organizations with the risks of Cloud storage (White, 2010). There is also a lack
of customizability with SaaS service providers limiting organizations and individuals to a

predetermined system that may not actually be the best fit for them, which also shows how third-
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party service providers have more control over certain organizations’ data storage than actual

organizations. This control covers both software and governance of the data in a way that also
creates what is known as Service provider Lock-ins, where data may not be portable from for
cost or technical reasons from one service provider to another thus locking in a company or

organization with a certain service provider (Watts et Raza, 2019).

Future Research and Usage

Cloud data storage is projected to continue growing, with new innovations like
Infrastructure-as-a-Service (1aaS) that are projected to overtake SaaS in the fastest growing
Cloud data storage system in the coming decades that will give individuals and organizations
more control and security when it comes to their storage (Watts et Raza, 2019), which allows for
greater virtual storage. Along with MultiCloud storage, with a organization utilizing multiple
public Cloud service providers on a single Cloud network. This mitigates concerns about certain
providers using Lock-in tactics on organizations and, when managed properly, a more flexible
system for storing the same amount of data on terms that an organization has more control over
(Maayan, 2021). And as more research and development is put into the more advanced data
encryption algorithms and codes, like AES and Blowfish, it will allow them to become more
accessible for mor companies and organizations that would create extra layers of safety for their

data and individuals (Alemami et al., 2019).

Conclusion
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Cloud data storage is still a developing field that has proven to have the potential of
bringing more accessibility to its users, whether just individuals or entire organizations and
companies. Cloud storage is also projected to be the majority or data storage systems in a couple
of decades and thus would be the target of a larger amount of attempted data breaches and
Denial-of-Service attacks, but with knowledge on research into more secure data encryption
methods, companies and organizations and find a system that is highly secure, like AES, but still
affordable and applicable, like Blowfish encryption. And as companies and organizations
become more aware of these systems, they can apply them in a setting where they analyze
different Cloud service providers on their integrity and reliability of vendors and avoid of ones
that practice Lock-in systems or have an inflexible or uncompromising system that could be
instantly implemented in a software update. MultiCloud systems are an emerging way of
mitigating this, by using multiple service providers that may complement each other in terms of

security and practice.
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